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Abstract. The current European regulation on public communications networks
requires today that Telecommunications Service Providers (TSPs) take
appropriate technical and organizational measures to manage the risks posed to
security of networks and services. However, a key issue in this process is the
risk identification activity, which roughly consists in defining what are the
relevant risks regarding the business operated and the architecture in place. The
same problem appears when selecting relevant security controls. The research
question discussed in this paper is: how to adapt generic Information Security
Risk Management (ISRM) process and practices to the telecommunications
sector? To answer this research question, a four-step research method has been
established and is presented in this paper. The outcome is an improved ISRM
process in the context of the telecommunications regulation.

1 Introduction

Information systems are everywhere and their roles are central for all organisations
because of the increasing amount of information managed during the last decades.
Due to the criticality of the information exchanged, more and more supervision is
needed and operated by national, European or even international authorities. This
supervision and the associated regulations are often defined at a sector-based level.
One of the leading sector having adopted such a model is the financial sector, with a
National Regulatory Authority (NRA) established in every country and dealing with
sector-based regulations, defined at the international and/or national level (e.g., Basel
IT agreements, the Sarbanes-Oxley Act, etc.). The same approach is currently applied
to the telecommunications sector, with a supervision of the Telecommunications
Service Providers (TSPs) operated by the NRAs of the different countries, such as
ILR (Institut Luxembourgeois de Régulation) that is the NRA in Luxembourg.

The recent EU Directive 2009/140/EC [1] amends existing directives on
framework (2002/21/EC), authorization (2002/20/EC), and access (2002/19/EC) of
electronic communications networks and facilities. This directive should be
transposed into a national legislation by all the EU member states and it has been
done by the Luxembourg country with the publication of the law of the 27" February
2011 on electronic communications networks and services [2]. The EU Directive



introduces Article 13a on security and integrity of networks and services. This article
says that Member States shall ensure that providers of public communications
networks “take appropriate technical and organizational measures to appropriately
manage the risks posed to security of networks and services” [1]. In addition, the
article point out that “these measures shall ensure a level of security appropriate to the
risk presented”.

In 2010, the European Network and Information Security Agency (ENISA), as the
centre of network and information security expertise for the European Union, initiated
a series of meetings with the European Commission, Ministries, and
Telecommunications NRAs to achieve a harmonized implementation of Article 13a.
The result of this work was published in December 2011 in a document entitled
“Technical Guideline for Minimum Security Measures” [3]. This document gives
guidance to NRAs about the implementation of Article 13a. The starting point of the
Minimum Security Measures is to identify, evaluate, and prioritise information
security risks by establishing and maintaining an appropriate governance and risk
management framework. This document explains also that the telecommunications
organisations “should perform risk assessments, specific for their particular setting”
[3]. For example, a particular characteristic of the telecommunications sector with
regard to risk assessment is that the focus in put on the integrity of the networks and
on the continuity of supply of services.

Based on this context, the research question discussed in this paper is: how to adapt
generic Information Security Risk Management (ISRM) process and practices to the
telecommunications sector? The outcome is a fine-tuned method, supported by a tool,
aiming at helping the TSPs to perform efficiently ISRM, in order to be compliant with
the European [1] and national [2] regulation. The main contribution of this paper is
not on the resulting method (and tool) in itself, but is focussed on the approach
followed to improve and fine-tune the ISRM process for our context.

Section 2 is an introduction to ISRM and explains the context of the
telecommunications sector. Section 3 presents the research method applied to improve
the ISRM process for the telecommunications sector. The two first steps of this
research method are about the modelling of the telecommunications services through
business processes and a reference architecture and are explained in Section 4. Then,
the third step of the research method about the definition of a service-related
knowledge base of risks is depicted in Section 5. Finally, Section 6 is about current
state of the research work, conclusion and future work.

2 Information Security Risk and the Telecommunications Sector

The complete approach described in this paper is focussed on the concept of
service, and more specifically on the concept of telecommunications service. A
telecommunications service is a service provided by a TSP and “normally supplied
for remuneration, which wholly or mainly provides the conveyance of signals on
electronic communications” [4]. The conveyance of signals consists in the
transmission, between or among points specified by the user, of information of the
user's choosing. The TSP has the responsibility for the acceptance, transmission, and



delivery of the message [5]. Examples of telecommunications services registered and
monitored by ILR are: fixed-line telephony service, mobile telephony service, dial-up
internet access service, mobile internet access service, etc.

Each service can be decomposed in a set of business processes that are needed to
establish and provide the service. Each telecommunications service, and thus each
related business process, is realized by the information system of the
telecommunications organization. We consider that the information system of a TSP
is “a system in which human participants and/or machines perform work (processes
and activities) using information, technology, and other resources to produce
informational products and/or services for internal or external customers” [6]. The
components of the information system are organized so that the system reaches its
objectives: this organization is described in the architecture of the system: “an
architecture is the fundamental organization of a system embodied in its components,
their relationships to each other, and to the environment, and the principles guiding its
design and evolution” [7]. As the system has the objective of fulfilling the
telecommunications services, we will name the architecture that describes the system,
the telecommunications service architecture. In the TSP sector, there are many types
of architecture components, including information, hardware, network components,
software, intangibles, but also people and facilities playing a role in the information
system and so in its security [7], [8].
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Fig. 1. ISRM in the context of the telecommunications sector

From a security point of view, risks are harming the telecommunications services.
An information security risk is defined by three components: Risk = Threat *
Vulnerability * Impact. In other words, risk is characterized by the opportunity of a
threat targeting components of the architecture, to exploit one or more vulnerabilities
originating from the design decisions of the architecture, and leading to an impact on
business processes [8]. An example of information security risk is: a thief penetrating
a telephone exchange (threat) because of lack of physical access control
(vulnerability), stealing cables and thereby provoking loss of availability of the
telephony service (impact). Fig. 1 depicts the main components described in this
section and their relationships.



3 Research Method

In order to reach our objective of adapting the ISRM process and practices to the
telecommunications sector in a structured way, we followed a research method
composed of four steps described below. Although the target sector is highly
competitive, we made the actors (service providers and the regulator) collaborate in
order to co-construct the results of each step of the research method. It is indeed a
way to ensure that the results are designed according to the needs and constraints of
the actors, and that they are adopted by the end-users when they are rolled out.
Workshops have been organised to present the objectives, and then to design and
validate the components of the method. A representative panel of TSPs, covering all
services, infrastructures and telecommunications media (e.g., optical fibre, satellite,
etc.) were appointed by ILR to participate to the workshops. However, all other TSPs
were invited to provide information by email through surveys performed before and
after the different workshops.

Step 1 — Modelling of the telecommunications services through business processes:
The first step consists in defining the different processes composing each
telecommunications service. A literature review is performed in order to identify
relevant documentation about telecommunications processes. Then, based on the
literature review, a set of business processes is associated to each telecommunications
service.

Step 2 — Modelling of the telecommunications services through an information
system architecture: The second step of our research method consists in the
description of the information system supporting each telecommunications service:
listing the components that implement each service permits identifying the relevant
threats and vulnerabilities and tracing these back to the actual service. The main
challenge in this activity is to select the right level of abstraction in the description of
the information system, taking into account the following objectives: (1) we aim at
describing the telecommunications information system for the purpose of security risk
management; (2) we target a description applicable to all operators providing the
selected services in Luxembourg.

To describe the information system, we adopt the ISO/IEC 42010:2007 standard
[7], which defines that a system (our telecommunications information system) has an
architecture described by an architectural description. More important, the standard
acknowledges that the architecture can be described from multiple viewpoints
according to the specific concerns of the stakeholders. The scope of the second step of
our research method is to build the architectural view that supports the management
of information security risks for the telecommunication organisations in Luxembourg:
we abstract away both the details that do not pertain to the domain of security risk
management, and the specificities of each organisation. Building this
telecommunication service architectural view can also be seen as building an industry
architecture dedicated to security risk management in telecommunications according
to the TOGAF architecture continuum [9]: this architecture is indeed a reference
model for each TSP having the objective of managing information security risks.



Step 3 — Definition of the service-related knowledge base of risks: A key issue in
ISRM is the risk identification activity, which roughly consists in defining what are
the relevant risks, and thus the relevant threats, vulnerabilities and impacts, regarding
the business operated and the architecture in place. Some generic knowledge bases
already exist [10], [11], helping the analyst in the risk identification phase. However,
it is generally difficult for non-experienced people to deal with such a knowledge base
and determine what are the relevant sets of risk they need to consider. The same
problem appears during the risk treatment phase and the security controls selection
[10], [12]. The objective of this step is to predefine for each telecommunications
service the (most) relevant threats and vulnerabilities, based on the reference
architecture defined during step 2 and the (most) relevant impacts based on the
business processes defined during step 1.

Step 4 — Integration of the results in a software tool and experimentation: The
different models established during step 1 and step 2, as well as the risk and control
knowledge bases established during step 3, are then integrated into a software tool
already used to do ISRM in the frame of Information Security Management System
(ISMS) establishment [13]. This tool needs to be validated by the NRA of
Luxembourg, and then distributed to the TSPs as a support to fulfil their regulatory
requirements related to ISRM.

4 Modelling of the telecommunications services through business
processes and an information system architecture

The two first steps of the research method are about the modelling of the
telecommunications services through business processes (step 1) and through an
information system architecture (step 2). This section presents these two first and
related steps, illustrated and summarised by Fig. 2.

4.1 Business process modelling

Step 1 of our research method consists in defining the different processes composing
each telecommunications service. This step is crucial to understand the TSP activities
and to propose a concrete business process framework understandable and meaningful
for the TSPs.

As a first stage (step 1.1), a literature review was performed in order to identify
relevant documentation about telecommunications processes. Several models and
documents were studied and analysed. Finally, we mainly focussed on two well-
established and well-accepted process models: the Business Process Framework
(“eTOM”) of the TMForum [14] and the Telecommunications Process Classification
Framework of IBM and the American Productivity & Quality Center (APQC) [15].
These two models were widely known by Luxembourgish TSP and sometimes
already used. Based on these models, we wanted to establish a customized process



model not to give priority to one specific model, and mainly to have a model really
adapted to our needs.
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Fig. 2. Modelling of the telecommunications services through business processes and an
information system architecture

The process model was established in step 1.2. In order to be accurate and avoid a
cumbersome model, we defined the scope of the ISRM to focus only on the core
business of TSPs. Thus, we selected only the relevant processes which can have a
negative impact on the security or continuity of services provided over the networks.
The selection of processes was done by comparing and bringing together processes of
the different models. In our scope, the processes of different models were fairly
similar, and then the process selection was straightforward. Only some processes were
grouped together to avoid complexity and some others were divided to be more
significant and relevant for ISRM. Two groups of processes were defined to separate
(1) all processes related to the “Enterprise Management Processes” including support
processes, strategy processes, etc., and (2) all “Operating Processes” that are directly
related to the telecommunications service management. This separation in two groups
is particularly useful since TSPs often manage several different services, and to
perform ISRM on a high number of processes is a complex and substantial work. Our
model allows performing the ISRM process on the “Enterprise Management
Processes” only once, independently of the number of services managed by the TSP,
because the activities performed in this group of processes are common to all
delivered services. Then, the ISRM process is performed on each “Operating
Processes” of each telecommunications service, the operating processes being clearly
different from one service to another (i.e. involving different architecture components
and pursuing different business objectives). In a nutshell, for a TSP with n services,
the ISRM process is applied on the following number of processes: (1 * “Enterprise
Management Processes”) + (n * “Operating Processes”).



Finally, in step 1.3, after having been co-designed by ILR and several TSPs, the
process model was submitted to and validated by them. In this final version, the group
“Enterprise Management Processes” contains 5 processes:

1.1 Develop vision and strategy,

1.2 Manage financial resources,

1.3 Manage human resources,

1.4 Manage knowledge, research, and change,

1.5 Manage stakeholder and external relationships.

In the second group, “Operating Processes”, there are 6 processes:

2.1 Develop and acquire resources (application, computing, and network),
2.2 Manage resources (application, computing, and network),

2.3 Develop services,

2.4 Market & sell services,

2.5 Deliver and manage services,

2.6 Manage supplier/partner relationship.

4.2 Architecture modelling

In this second step, we aim at producing the description of the Telecommunications
Service Architecture. This modelling activity was performed iteratively, each iteration
dealing with a specific registered service. This guarantees that the scope of the
modelling exercise is better managed and that the experience gained in the first
iterations is injected in the next ones.

The first stage (step 2.1) of this activity aims at proposing a model of the concepts
that are relevant in this specific view of the system. We reviewed the literature and
the industry standards in order to identify enterprise architecture models of reference
for telecommunication. The works of The Open Group and TMForum have been
specifically analysed and confronted to the state-of-practice of the national TSPs, and
we finally selected the Information Framework (SID) from the TMForum [16]. This
model suits well our needs as it is centred on the concept of service, and it describes
the relations between service and resource (i.e. architecture components).

As illustrated in Fig. 3, we adopted a layered architecture organised according to
the SID model. The Customer Facing Service layer encompasses the services
registered at ILR (fixed and mobile phone and data services). The Resource Facing
Service layer represents the functional blocks of the architecture: this layer has been
omitted at the beginning of the modelling exercise and introduced later for sake of
reuse across services. The Resources layer contains all the resources that implement
the services. Several classifications of resources (logical vs. physical, asset
classification from ITU-T [17]) have been considered, but without actually bringing
differentiating value at this stage. Finally, we extended the model with the Facility
layer in order to capture the fact that resources are physically localised in facilities.

The second stage (step 2.2) of this activity was to identify the resources that are
meaningful in the scope of ISRM. Information about the implemented architecture
was collected from the TSPs, and the resources were selected according to the
abstraction principles described in the approach: is this resource meaningful for all
operators, is this resource relevant to identify risks on the services managed by the



regulator, etc. This modelling exercise was collaboratively conducted: the active
participation of both the operators and the regulator is indeed required in order to
reach the objective in the abstraction process. At the end of this stage, we had a list of
resources for each telecommunications service.
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Fig. 3. Telecommunications Service Architecture metamodel

The last stage (step 2.3) was the actual production of the telecommunications
service architecture. The resources listed in step 2.2 were put in the context of the
services they implement, and the reference model selected in step 2.1 was
instantiated. During this modelling activity, the participants naturally grouped the
resources according to some shared functions commonly accepted in the industry
(Access, Core, Transmission, Business Support, Infrastructure, Security, Devices)
leading to the emergence of the Resource Facing Service layer of the service
architecture. An architectural description can be represented in multiple forms, from a
formal model to a totally informal drawing. In this project, it was decided to represent
the architecture as a catalogue of resources implementing each service. This catalogue
is currently described in an Excel sheet, although it can later be transformed into a
relational database accessible through a web application, or into any other
technological form. The most important aspect is that the model (whatever the form
of representation) respects the metamodel of the architecture: all elements are
instances of the concepts and relate to other elements according to the metamodel.

The outcome of step 2 of the research method is thus a catalogue of resources,
implementing each registered service, and thus composing the telecommunications
service architecture.

5 Definition of the service-related knowledge base of risks

The third step of the method, illustrated by Fig. 4, aims at defining a service-related
knowledge base of risks specially tuned for TSPs. By service-related knowledge base
of risks, we mean a set of threats, vulnerabilities and impacts specifically targeting
elements of the architecture modelled in the previous step. In addition, with the aim of
simplifying and focussing on the telecommunications sector, we strive to simplify the
base as much as possible, and to propose to this extent only elements relevant for



TSPs. Wherever possible, threats and wvulnerabilities are associated to generic
elements of architecture, to automatically provide TSPs with possible threats and
exploited vulnerabilities. In the frame of their ISRM process, for a given service,
TSPs will mainly have to indicate if (pre-selected) threats apply or not, and how their
system is vulnerable. It is however important for each TSP to think also about its
specificities (at the business or architecture level) potentially implying specific risks,
involving non-pre-selected threats/vulnerabilities.
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Fig. 4. Definition of the service-related knowledge base of risks

As a first stage (step 3.1), an inventory of standards and references proposing
knowledge bases of threats was made. Various documents were studied, including
documents proposing generic approaches for risk assessment [10], [11], [18]-[22] as
well as documents targeting specifically telecommunications-related risk assessment
[20], [23], [24]. Threats were analysed and selected to propose a subset of threats
focussing essentially (as pointed out by the law) on those harming availability of
services and integrity of networks. To avoid duplicates, same threats issued from
different documents were selected only once. When applicable, with the intention of
simplifying threat selection, threats were grouped as far as possible: for example
threats targeting the same type of components, having very close impact, having the
same origin (deliberate, accidental, environmental), were checked for being grouped
together. In this way, as an example, the following threats, issued from [10], Climatic
phenomenon, Seismic phenomenon, Volcanic phenomenon, Meteorological
phenomenon and Flood were grouped into a new threat called Natural Disaster since
they generally target facilities, have environmental origin and harm integrity and/or
availability. On the contrary, some threats were specified, to allow a better
applicability to the telecommunications sector. This is, for example, the case of the
threat Theft of equipment specified by Theft of cable meaningful for TSPs. This step
led us to identify twenty-two threats. Finally, each threat is associated with generic
elements of architecture (defined in step 2) that may be impacted.

Similarly, in step 3.2, an inventory of standards and references proposing
knowledge bases of vulnerabilities was made [10], [11], [19], [20], [24].



Vulnerabilities potentially exploitable by the threats selected during the previous step
were selected. As in Annex D of ISO/IEC 27005 [10], examples of threats that might
exploit these vulnerabilities are associated with each vulnerability. In the case of
relatively close vulnerabilities issued from different sources, when relevant, an effort
of reconciliation has been made. In some cases, vulnerabilities are specified, in order
to be more significant for TSPs; this is, for example, the case for the vulnerability Bad
configuration specified by Badly configured network routers, gateways or firewalls.
This step led us to identify more than ninety vulnerabilities.

In step 3.3, an impact scale was defined. Such scale will be used by TSPs to
qualify the effects of a threat exploiting one or more vulnerabilities on the targeted
process(es). To that purpose, we rely on the scale provided by ILR for the notification
of any breach of security or loss of integrity which is (1) Between 1% and 2% of
customers are affected for at least 3 hours, (2) Between 2% and 5% of customers are
affected for at least 2 hours, (3) Between 5% and 10% of customers are affected for at
least 1 hour and (4) More than 10% of customers are affected regardless of the
length. Taking into account the possible consequence of a given threat regarding the
actual vulnerabilities, TSPs will have to estimate the impact using this scale. Reusing
a scale already used by ILR and TSPs should facilitate its acceptance and common
understanding.

Finally in step 3.4 (currently planned), the service-related knowledge base of risks
composed of threats, vulnerabilities and impacts is submitted to ILR and to several
TSPs of Luxembourg during a workshop in order to collect their feedback and
suggestions for improvement. This step is part of an iterative process; threats,
vulnerabilities and impacts can be improved following the TSPs comments. The
overall idea behind this approach is to reach a consensus, and provide a common
reference basis allowing TSPs to perform risk assessment and ILR to more easily
compare the results.

6 Current state, conclusion and future work

6.1 Current state of the research work

Today, we have established and validated the telecommunications business process
model (step 1). We have also identified the architecture components used in each
telecommunications service (step 2). Some enhancements can still be brought like
finer classification of services and resources in the architectural description: although
we initially prevented from introducing details of technical implementation in the
service layers (e.g., phone VoIP vs. PSTN), it might be useful to introduce this
separation when specific risks only affect a specific technology; in the same way, a
classification of resources according to some model might be useful when identifying
generic threats and vulnerabilities. We however have to balance between complexity
of the classification and level of reuse. The definition of the service-related
knowledge base of risks is not currently finished (step 3) and the integration of the
results in a software tool and experimentation (step 4) is still work in progress. The



different threats, vulnerabilities, and impacts on services are defined, but further
validation needs to be done. In the same manner, the software tool integrates all
current results and the development of the first usable version is complete, but some
tests by the future users should be done to adapt the tool to theirs needs and
requirements. The final version of the software tool is expected in a few months.

After these last validations, the main next step is to experiment the method and the
tool on TSPs providing different services and being of different size and maturity
level. A presentation of the results and training sessions are also planned to support
them during the ISRM process.

6.2 Conclusion and future work

In this paper, we have presented our approach to establish an improved process to
deal with information security risks in the telecommunications sector. After having
detailed our context, i.e. the telecommunications sector in Luxembourg, and our
scope, i.e. what we mean by information security risk, the four-step research method
we defined and applied is presented. Then, the way we performed these four steps and
the results obtained are presented.

As explained in the section dedicated to the current state of the work, we know that
our results are still subject to validation, because most of the experimentation work is
still to be done. We expect to analyse the quality and relevance of the risk
management results of the TSPs, and thus to be able to validate the quality of our
improved process. The ease of understanding of the process and the efficiency of the
work that will be performed by the TSPs during their ISRM activities are also key
indicators of the quality of our results. Finally, the use of a co-design approach,
involving the different stakeholders from the beginning of the work, seems to us a key
asset to quickly reach an optimized process.

Regarding future work, our results can be disseminated at the European level and
other countries may use them in order to comply with the European legislation. We
are currently discussing and presenting our research work to the European
telecommunications regulator. Another natural way of extension would be to apply
the same research method to other sectors in Luxembourg having defined sector-
based regulations, such as the financial sector or the records management sector.
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